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Introduction

This manual is intended for the user who is already familiar with the NAFEM protocol, Ethernet and
Modbus RTU. For more information see:
NAFEM Data Protocol User Manual located at:
http://www.nafem.org/resources/tech/DataProtocol.cfm
MODBUS RTU Standard located at:
http://www.modicon.com/techpubs/toc7.html.
RFCs located at: http://www.ietf.org/

Product Overview
The NAFEM Gateway has three physical connectivity points to the physical world; the device’'s EIA-485
serial communication port, the RJ45 Ethernet network communication port (10BaseT) and the power
supply jack.

The NAFEM Gateway is a protocol converter that connects Modbus devices to the NAFEM protocol using
an Ethernet connection. The requirements are set forth by the selected protocols of register based
Modbus RTU for control devices and NAFEM Data Protocol [NDP] using digital signal connectivity.

This Gateway device performs these tasks with the use of six firmware components; Poll Engine, Alarm
Module, SNMP v1 Agent, Web Server, TFTP Client, and a Device Protocol Driver. In addition, a database
resides within the Gateway that contains the NAFEM Objects. This is where the information is exchanged
between the NAFEM and Modbus elements.

The function of the Gateway is to receive request for reads and writes of NAFEM Objects. These objects
are the registers within the devices. This request comes to the Gateway in the format of the NAFEM
protocol. The Gateway converts the request into the appropriate Modbus RTU packet and forwards the
information to the device. Up to 8 devices may be connected to the serial port. The Gateway can access
up to 64 registers divided between these devices. The information returned to the Gateway from the
device is converted into the NAFEM protocol and sent to the SNMP Manager or to the Web browser. The
Trivial File Transfer Protocol (TFTP) is used when program updates are sent to the Gateway or to a
device capable of flash re-programming.

Network Services

The NAFEM Gateway supports DHCP client, AutolP, and static IP for address assignment. Normally you
will not need to make any changes. The user is able to configure preferences as to which services are
used if available. Intelligence is employed within the Gateway to revert to backup IP assignment methods
if the primary method is unavailable.


http://www.nafem.org/resources/tech/DataProtocol.cfm
http://www.modicon.com/techpubs/toc7.html
http://www.ietf.org/
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Ethernet Wiring

Connect the RJ-45 Ethernet jack to a Hub or Switch with standard CAT5 cable. The Gateway is a
10BaseT device, so a switch is the best solution for a multi-speed network. The device can be connected
directly to a computer's Ethernet jack with a crossover cable.



Authentication and registration

Authentication and registration of the Gateway to the Ethernet is accomplished via a DHCP Client to a
system DHCP service if available. This may take up to 1 minute. The result of the DHCP method will
define the device's Internet Protocol address, SubNet mask and Default gateway. The Microsoft AutolP
scheme is employed to address possible networking environments where DHCP services are not
available.

The Ethernet interface is designed to work without user intervention on most networks. Just connect to an
Ethernet network and browse the device. In order for the Gateway to communicate over an Ethernet
network, an address must be established and registered.

Program Upgrades for Connected Devices

Internal TFTP client protocol services will provide program upgrades over the network communications
port to a system TFTP server. This provides support for:

e Flash update of Gateway code
e Flash update of Modbus RTU code for products that support field firmware update
o File Transfer of multiple register RTU

Alarm Notification

This functioning and behavior is provided by the internal Firmware Alarm module and utilizes the Trap
function of the SNMPv1 Agent. Alarms are defined within the NAFEM PROTOCOL USER MANUAL along
with the behavior for acknowledgement and retries. All alarms specified and enabled by the user follow
this scheme. The Alarm notification supports:

- Clear Reset Alarm Action

- Bypass Disable Alarm Action

Supervisory Control and Data Acquisition

The Poll Engine reads parameters from the connected equipment and records the readings into the Data
Value of the assigned NAFEM Object Group for retrieval and review by the user via the SNMP Agent
services. Upon the modification of parameters via the SNMP v1 Agent by the user, the Poll Engine will
write parameters to the connected device.

Poll Engine

When the Poll Engine attempts to read from a remote device and an error occurs, the Poll Engine will
immediately retry to read from the remote device. If all retries have failed, then the Poll Engine shall
increment the protocol read message failure count by one and attempt the next poll attribute. If all active
attributes for a single device fail, then the poll engine shall disengage the device from the poll cycle.

When the Poll Engine attempts to write to a remote device and an error occurs, the Poll Engine will
immediately retry writing to the remote device. If all retries have failed, then the Poll Engine shall
increment the protocol write message failure count by one and reset the programmable attribute for the
write operation to the previous write value.

Device Protocol
Register based MODBUS RTU device protocol is used for communication between remote devices and
the Gateway with the Gateway acting as the communication MASTER. The following functions are
supported:
¢ Register Read
Register Write
Block Read
Block Write
Diagnostics
Loop Back



Installation & Wiring

(D Neo)
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Dimensions are in inches

Connect the T+/R+ to the devices’ T+/R+ terminals, the T-/R- to the devices’ T-/R- terminals and the Com

to the devices’ Com terminal in a daisy chain fashion.

Plug in an RJ45 Category 5 straight wired cable to an Ethernet switch / hub.
If you are connecting directly to a PC, you will need to use an RJ45 Category 5 cross-wired cable.

For Models NGWC-0000-0000 and NGW0-0000-0000, connect the 5-volt power supply plug to the power
supply jack. The inner terminal of the coaxial plug is positive.

For Models NGWC-0000-2400 and NGW0-0000-2400, connect the 24-volt power supply plug to the
power supply jack. The inner terminal of the coaxial plug is positive.

Note: Use proper ESD handling procedures when making connections to unit. A UL Class 2 and CE

approved power supply is required for compliance.
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Configuration Overview

Two services are available within the Gateway or configuration. Either an HTTP browser or an MIB
browser may be used for configuration. An MIB browser and compiler is available from MG-SOFT Corp.
@ web site http://www.mg-soft.com.

Using a Network Browser Client with the on board Web Server provides the ability to configure the
NAFEM Gateway. Various HTML formatted pages are embedded within the device to provide a Graphical
User Interface (GUI) for configuration and review of the Gateway device.

A maximum of 8 devices may be connected to the EIA-485 port of the NAFEM Gateway. You will need to
configure the baud rate and Modbus addresses of the devices from the face of the devices. The choices
for baud rate are either 9600 or 19200. All devices must be set to the same baud rate. The addresses can
be set from 1 to 247. Each device must have a unique address.

Getting Started

Perform these steps;

1. Connect the NAFEM Gateway to your computer’s Ethernet port using a cross wired RJ45 cable or
connect the Gateway to a hub or network using a straight wired RJ45 Category 5 cable. The Gateway
is limited to a 10BaseT connection and will not work on an Ethernet port set for 100BaseT only. Use
of a 10/100 hub will overcome this issue if your PC has only a 100BaseT port.

2. Wire the temperature devices to the Gateway’s EIA-485 port.

3. Attach the appropriate power supply (5-volt or 24-volt DC) to the Gateway. The center pin is positive.

4. Configure each device to the same baud rate (9600 or 19200) from the front panel of the device. Set
each device’'s Modbus address to a uniqgue number. As an example, set the first device to address 1,
the second to address 2 and so on.

5. Power up the Gateway, devices and PC.

6. Start your Internet browser. Enter the TCP/IP address of the Gateway into the browser’s address

field. Two different addresses may be used to access the Gateway. Either NDPxxxxxx, where XXxXxxXx

is the first six digits of the serial number, or WATxxxxxx, where xxxxxx is the last six digits of the

Gateway’s MAC address. The MAC address is printed on a decal in the form Xx:XX:XX:XX:XX:XX.

Select the Configuration, Gateway setup Page.

Configure the Serial Channel Entry, Serial Device Entry, and Serial Point Entry indexes.

© N

The Gateway supports DNS client and Nethios name resolution. Configuration information may be
entered at the Configuration, Administration, Administration Network page.


http://www.mg-soft.com/

Password

Enter Network Password each time.
The default is:

User Name = new

Password = new

Connect to ndp000191

Jgateway . htm

Lser name: Iﬁ new vl

Password: I sen

[ Remember my password

K I Zancel

You may change these on the Security User screen.
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View
Monitor Alarm
Select Monitor, Alarm to access Monitor Alarm information.

Note: Click Submit to save changes. Reset will return these settings to the previous values if you have
not pressed the Submit button.
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Monitor Configuration

Select Monitor, Configuration to access Monitor Configuration information.

Note: Click Submit to save changes. Reset will return these settings to the previous values if you have

not pressed the Submit button.
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Monitor Data

Select Monitor, Data to access Monitor Data information.

Note: Click Submit to save changes. Reset will return these settings to the previous values if you have
not pressed the Submit button.
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Monitor Notification
Select Monitor, Notification to access Monitor Notification information.

Note: Click Submit to save changes. Reset will return these settings to the previous values if you have
not pressed the Submit button.
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Configuration

Administration Community

Select Administration, Community to access Administration Community information.

Note: Click Submit to save changes. Reset will return these settings to the previous values if you have

not pressed the Submit button.
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!‘Wﬁ'ﬂ.ﬂw

Ohject Instance:mgl

View _

EMonitor This page was [oaded from NDPOOI08 on Wed Qet 27 10:14:59 2004

Configuration Index: 1

EAdnmusltratlon Cotmrmurity Name: [Empty
Cloraraumity —-———

Metwork Apcess Level: IPuinu: 'I

Mooti feation

oDk Tranetor _Subit | Rese
®EClock/Calendar

Elnventory

®EMaintenance

ENotify

ESecurity

®Utility

EEmail

BEGateway

System Info
EDiagnostics

ow

, .
EGnsctw_ity
-solutions

15



Administration Network
Select Administration, Network to access Administration Network information.

Note: Click Submit to save changes. Reset will return these settings to the previous values if you have
not pressed the Submit button.
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Administration Notification
Select Administration, Notification to access Notification Network information.

Note: Click Submit to save changes. Reset will return these settings to the previous values if you have
not pressed the Submit button.
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Asset Management Component Part ID

Select Asset Management, Component Part ID to access Asset Management Component Part ID

information.

Note: Click Submit to save changes. Reset will return these settings to the previous values if you have
not pressed the Submit button.
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Asset Management Equipment ID

Select Asset Management, Equipment ID to access Asset Management Equipment ID information.

Note: Click Submit to save changes. Reset will return these settings to the previous values if you have
not pressed the Submit button.
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Bulk Transfer File Iltems

Select Bulk Transfer, File Items to access Bulk Transfer, File ltems information.

Note: Click Submit to save changes. Reset will return these settings to the previous values if you have
not pressed the Submit button.
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Bulk Transfer File Transfer

Select Bulk Transfer, File Transfer to access Bulk Transfer, File Transfer information.

Note: Click Submit to save changes. Reset will return these settings to the previous values if you have
not pressed the Submit button.
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Bulk File Transfer Notification

Note: Click Submit to save changes. Reset will return these settings to the previous values if you have
not pressed the Submit button.
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Clock/Calendar Clock

Note: Click Submit to save changes. Reset will return these settings to the previous values if you have
not pressed the Submit button.
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Inventory Configuration

Note: Click Submit to save changes. Reset will return these settings to the previous values if you have
not pressed the Submit button.

| - NPD Gateway
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Inventory Data

Note: Click Submit to save changes. Reset will return these settings to the previous values if you have

not pressed the Submit button.
NPD Gateway
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Inventory Notification

Note: Click Submit to save changes. Reset will return these settings to the previous values if you have
not pressed the Submit button.

Lo NPD Gateway
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Inventory Storage

Note: Click Submit to save changes. Reset will return these settings to the previous values if you have
not pressed the Submit button.
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Maintenance Notification

Note: Click Submit to save changes. Reset will return these settings to the previous values if you have

not pressed the Submit button.
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EE}°CMCﬂ°ndm Time Stamp: 00000000TO00000
ventory
EMaintenance Enable: IDis-Engage 'I

Motification --——
Frocass ftaw
Srheduled Tom
Chscheduled fem

ENotify
ESecurity
EUtility
EEmail
H(Gateway

System Info
EDiagnostics

ow

Ay ..
SGnsctw;ty
-solutions

Maintenance Acknowledgement
Index: 1

Al I False vl
Interval: IEI
Eetries: IIZI

Eesponse: |EI.IJ.D.EI

Submit | Feset |
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Maintenance Process Item

Note: Click Submit to save changes. Reset will return these settings to the previous values if you have

not pressed the Submit button.

i NPD Gateway
Ohject Instance:|1 "IE'

View
EMonitor This page was loaded from NDPOOOI06 on Wed ot 27 12:53:15 2004
Configuration Index: 1
ElAdministration Ttern Mame: IGriII Heatar
HAsset Management _
®Bulk Transfer Units: IMEtBr =
EClock/Calendar Ecuiprent: |Gl
Hlnventory - .
EMaintenance Location: |W|nDna

Rt fication Target Walue: ID

Frocess Iter -——

Scheduled Jtew Actual Valie: 0

Lhscheduled Ttemn Status: Cile
ElNotlf}_’ Tirme Stamp: 00000000T000000
ElSe.(:}lt‘ltY Trigzer Condition: I Less Than =
HUtility
®EFmail Cleat: IFaIse 'I
EH(Gateway Bypass: IFaIse -]
Sys.tcm Info Sulimit | Fesat |
FEDiagnostics

ow

e
iGnecm[ﬂy
-sofutions
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Maintenance Scheduled Item

Note: Click Submit to save changes. Reset will return these settings to the previous values if you have
not pressed the Submit button.

- NPD Gateway
COihject Instance:lEEl
View
ENonitor Thiz page was loaded from NDPOIIOE on Wed Oct 27 13:24:27 2004
Configuration Index: 1
si%ﬁaﬁon : Ttem Mame: I
sset Managemen _
®Rulk Transfer Utits: IMeter vl
®Clock/Calendar Ecuiptnent: |
Elnventory o
EMaintenance Location |
Jotifieation Date of Scheduled MMamtenance: I

Frocess ftem
Scheduled Tty —-l——
Chschedwled ftor

ENotify
ESecurity
EUtility
EEmail
BEGateway

System Info
EDiagnostics

ow

E'Gnecﬁvjty
-solutions

Duate of Last Scheduled Mantenance:
Status: Alarm
Current Date-Time of Scheduled Mantenance:  00000000T000000

Subrmit | Feset |
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Maintenance Unscheduled ltem

Note: Click Submit to save changes. Reset will return these settings to the previous values if you have
not pressed the Submit button.

- NPD Gateway

Ohject Instanu:e:|1 'I GDl
View | Maintenance Unscheduled Item |

EMonitor Thiz page was loaded from NDPOD0I06 an Wed Cet 27 13:25:16 2004
Configuration Index 1
BAdministration Ttem Mame: I

®Asset Management

®Bulk Transfer Uhits: [Meter -

BClock/Calendar Equipment: I
EInventory :
. Location:

BEMantenance eraten I
Ribtification Mlaximum Count: ID
Process fam )

Theduled Fom Accumulated Count: 0
Thischeduled Tern--4—— Status: Alarm

ENotify Time Stamp: 00000000TA00000

ESecurity

EUt]llt_y Subimit | Reszet |

EEmail

®{Gateway

System Info

HDiagnostics

ow

fGﬂﬂGﬁu{i{y
-solutions
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Notify Host

Note: Click Submit to save changes. Reset will return these settings to the previous values if you have
not pressed the Submit button.

B NPD Gateway
Ohject Instance:mgl

View _

EMonitor This page was laaded from NDFPOODI06 on Wed Cct 27 13:26:20 2004

Configuration Tndes 1
®Administration
EAsset Management
®Bulk Transfer Address: [10.3.37.143
®Clock/Calendar Group: [Global =]
Elnventory
EMaintenance
ENotify

Host 4——

Event Log
ESecurity

EUtihty
EEmail
®{(Fateway

Mame: |TDm's Cormputer

Submit | Reset |

System Info
EDiagnostics

ow

;Gnectiv_ﬂy
-solutions
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Notify Event Log

Note: Click Submit to save changes. Reset will return these settings to the previous values if you have
not pressed the Submit button.

i NPD Gateway
Object Instanu:e:|1 "lﬂl

View
EMonitor This page was laaded fram NDPOOOIOS an Wed Qet 27 13:27:35 2004
Configuration Index: 1
©Administration Date: 20041009
Bl o I rimi o Time: 122004.0000
®Bulk Transfer Mame: Tom's C
®ECloclk/Calendar s o _S_ om.puter
Elnventory Sroup: A dmimstration
M aintenance Idezsage: On Line
ENotify Code: FO01006

Host i

Event Log -——— Detail I
ESecurity
EUt:i]ity Subimit | Feset |
®Email
®{Fateway
System Info
EDiagnostics

ow

E'Gnecﬁv_ﬁy
-solufions
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Security User

Note: Click Submit to save changes. Reset will return these settings to the previous values if you have

not pressed the Submit button.
NPD Gateway

!Wﬂrw
Ohject Instance:h 'l GDl

View _

EMonitor This page was laaded from NDFOODI06 on Wed Qct 27 13:29:05 2004

Configuration Tndex 1

@ Administration Uszer Marme: |TDm

®Asset Management

®Rulk Transfer User Password: |""u"

®EClock/Calendar User Tampered: False

EIIIV.CHtOI‘}’ Tszer Deleted:  False

EI}}‘IEEI‘:CHBHCC Tser Changed:  False

Es:'mgty Tser Reset: IFaIse 'I
Lhey -af——

EUtility Subrmit | Reset |

EEmaml

EGateway

System Info

®Diagnostics

ow

fGnecﬁv_fty
-solutions
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Utility Alarm

Note: Click Submit to save changes. Reset will return these settings to the previous values if you have

not pressed the Submit button.
NPD Gateway

!wn'rl.ow
Ohject Inst.a.nu:ns:l1 'l GDl

View _

EMonitor This page was loaded from NDPOODI06 on Wed Oct 27 13:30:33 2004
Configuration Index 1
BAdministration Critical High Limit I—':'
®Asset Management
®Rulk Transfer Critical Low Linit: IEI
®Clock/Calendar Warning High Limit: [0
Elnventory : s
EMaintenance “Warning Low Limit: IEI
ENotify Deviation: IEI
EScf:}mty Clear: IFaIse "I
EUtlity

Al - EBvpass: ITrue 'l

Configuration

Ligter -

Notifcetion Submit | Feset |
®HEmail
E(Fateway
System Info
®Diagnostics

ow

fGnecﬁv_fty
-solutions
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Utility Management Configuration

Note: Click Submit to save changes. Reset will return these settings to the previous values if you have
not pressed the Submit button.

!WNI'LW

NPD Gateway
Ohject Instanc e:mgl

View
EMonitor

Configuration

B Administration
EAsset Management
®Bulk Transfer
EClock/Calendar
Elnventory
EMaintenance
ENotify

ESecurity

EUtility

Alarm
Configuration —-4——
Dirter
Abtification
EEmail

EGateway

System Info
EDiagnosties

ow

;'Gnecﬁv_ﬂy
-solutions

This page was loaded from NDPOOI 106 on Wed Ot 27 15:32:00 2004

Index: 1
Mame: IEIeI:tric

Type: INDtA\xaiIable j

Electric Power Consumption ﬂ

Description:

Eated Value: IIJ
Tt I hdeter 'I

Submit | Reset |
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Utility Management Data

Note: Click Submit to save changes. Reset will return these settings to the previous values if you have

not pressed the Submit button.
NPD Gateway

!WA‘I’I.OW

Ohject Instanc E3IGE|

View
EMonitor This page was [oaded from NDFPOOOIOE an Wed Oct 27 13:32:59 2004
Configuration Index
Ei%ﬁaﬁon ; Ieasured Value: ]
sset Managemen
®Bulk Transfger Status Ck
EClock/Calendar
Elnventory
EMaintenance
ENotify
ESecurity
HUtlity
Alarr
Configuration
Deter - ———
Motifieation
HEmail
EGateway

Time Stamg: n00o000CTo00000

System Info
EDiagnostics

ow

f@ne&:m{ﬁy
-solutions
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Utility Notification

Note: Click Submit to save changes. Reset will return these settings to the previous values if you have
not pressed the Submit button.

. NPD Gateway
Ohject Instance:|1 "IEI
View ______ Utility Notification |
#Hhonitor This page was loaded from NDPOODI06 on Wed Oct 27 13:47:11 2004
Configuration Utility Notify Messages
HAdministration Index: 1
HAsset Management Message:
#HBulk Transfer Code: 0
- :
;E}lock{ca}endﬂr Time Stamp: 20041009T122004
ventory
M aintenance Enable: IDis—Engage "I
HNotify
HSecurity Utility Acknowledgement
AUty Index: 1
Alarrn . I l
Configuration Ak False [§
Lty Interval: ID
Mot ffeation-— =
HEmail Eetries: ID
#HGateway Eesponze: |D.EI.EI.IZI
System Info :
EDiagnostics Submit | Feset |
ow

‘;Grlectiv_ﬂy
-solutions
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Email Configuration

Note: Click Submit to save changes. Reset will return these settings to the previous values if you have
not pressed the Submit button.

i NPD Gateway
Ohject Instancef1 'l Gol
View
EMonitor This page was loaded from NDPOOUI06 on Wed Qct 27 13:45:25 2004
Configuration Electronic Notification
HAdministration Emails triggered (by alarms, test button etc.) before the SIMTP Server IF is resolved are not sent
BAsset Management
®Bulk Transfer Send Email With SHMP Traps Mo v
BClock/Calendar SMTF Server [P Resolution: |Get Server IP From Server Mame j
BInventory
mMaintenance SMTE Server Name: I Example: smip company.com
ENotify SMTE Server Fixed & ddress: ID_D 01 Example: 127.0.0.1
ESeceurity
. Email Bubject:
®Utility e |
EFmail Source Email Address: I Example: joe_service@company. com
Configuration Email Recipient 1: I Example: 3125554444 @nager com
B Gateway
Email Recipient 2: I Example: snyone@yahoo. com
Sys_tem II'lfO Email Recipient 3: I Example: Fun@WorkT oday. com
®Diagnostics o )
Email Recipient 4: I Example: Leave blank if unused
ow
5 vt TWhen the SWTP server [P address has been resolved a button will appear below to send a test ernal to all recipients.
.‘;3?,,}’,—.,’,’,5 Static information - Click here to refresh page.

Best Viewed In IE 5.0+, NN 7.0+, _
or Mozilla 1.0.2+ Submit | Feset |
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Gateway Serial Channel Entry

e Select Configuration, Gateway, Serial Channel, and Object Instance 1 to access this page. Configure
each serial channel entry. The baud rate, parity data bits, stop bits and protocol must match the
devices on the bus.

Note: Submit changes to save changes. Reset will return these settings to the previous values if you
have not pressed the Submit button.

| - NPD Gateway
Object Instance:|1 'IE'

View
EMonitor This page was loaded from NDPOOO1I06 on Wed Oct 27 13:50:21 2004
Configuration Index 1
Eid‘“ﬂiﬁm’n . Naze: [5-485

sset Managemen
HRulk Transf%r EBaud Eate: IEIEDD vl
®Clock/Calendar Parity: INDne 'I
E|Inv_entory Data Bits: IE 'l
EMamtenance .
ENotify Stop Bits: |1 vl
ESecurity Protocol: [MoDBUS RTU =]
Eghhat]]y Frame Time Cut: ISD
FHEm:
ElGateway Process Time Out: ISDDD

Serial Chormel —-—— Fetries: |1

Serial Device Entrp

seriad Point Entry

Submit | Reset |

System Info
EDiagnostics

2 OW

A
g@ns&ﬁu@ty
-solutions
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Gateway Serial Device Entry

e Select Configuration, Gateway, Serial Device Entry, and Object Instance 1 to access this page.
Configure a serial device entry for each device. A maximum of 8 devices can be configured.

o Enter a Name for reference. Set the Assignment Port to 1.

e Engaged must be set to Engage to have the device active.

e Enter the Address of the Modbus device. The range is 1 to 247.

e Set Port Delay, Health Check Rate and ID Check Rate to 0.

e Write and Read Count indicates the number of attempted write and read instructions to this device.

e The Write Error and Read Error Count are the number of failed attempts at writing and reading to this
device. The CRC Error Count is the number of packets returned with corrupted data within the

packet.

Note: Click Submit to save changes. Reset will return these settings to the previous values if you have
not pressed the Submit button.

- NPD Gateway
Ohject Instance:|1 'Iﬂl

View
ENonitor This page was loaded from NDPOOIQIOG an Wed Oct 27 13:51:24 2004
Configuration Index: 1
EAdministration Matmne: |Wat| o 9881
®Asset Management .
®EBRulk Transfer Lgsignment Port: |1
EE}ockﬁCalendar Engaged: IDis—Engage -
EHInventory _ I—
ENaintenance Address 1
ENotify Port Delay: |1 0
ESccurity Health Check Rate: [0
HUtlity
®EFEmail ID Check Eate: ID
B§ateway Write Count: 0

Sirial Chemnel Read Count: 0

~eyial Device Entry -——

Szﬁji Po;igeﬂ‘ngng ‘Write Error Count: 0

Eead Error Count: 21

System Info CE.C Error Count: 0
EDiagnostics

Subrnit | Reset |

o

, .

i@ne&ﬁwty
-solutions
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Gateway Serial Point Entry

e Select Configuration, Gateway, Serial Point Entry, and Select Object Instance 1 to access this page.
Configure each serial point entry. A serial point entry represents a data point or parameter of the

device.

Enter a Name to identify the data point. In this example it has been named Fryer Temp.

Class is the location to copy the data to from the data point.

Device is the index of the device where the data point resides.

Scan Rate is the frequency to acquire this data point in milliseconds. This value is added to the

maximum scan rate. A value of 5000 would add five seconds of time to the scan.

Receive Type should be set to Signed 16 bit for Modbus register from Watlow devices.

e User Type determines the formatting of the data point for your application.

e The Register is the data point with in the device, entered as an absolute register number. Add 40001
to relative register numbers to obtain the absolute register number. See the appropriate device user’'s
manual for a list of Modbus registers.

e Register Size is the length in bytes that are returned from the register.

e Gain Multiplier and Gain Divider are used to scale the returned data point value.

o Offset is used to shift the returned data point value in a positive or negative direction.

Note: Click Submit to save changes. Reset will return these settings to the previous values if you have
not pressed the Submit button.

R NPD Gateway
Ohject Instance:l1 "IE'
View ____________Gateway Serial Point Entry_
EMonitor This page was loaded from NDPOOOI06 an Wed Qer 27 13:52:45 2004
Configuration Index 1
EAdminstration Name: [Fryer Tamp
BAsset Management
®Bulk Transfer Class: 8117.2.1.2.1.1.2.1

®EClock/Calendar
ElInventory
EMaintenance
ENotify
ESecurity

M Utility

®EEmail

ElGateway
oerial Charmel

aerial Device Eniry
Serial Point Entry --——

System Info
EDiagnostics

2 oW

A
Ay )
iGnecﬁv?ty
-solutions

Desrice: |1—
Scan Bate: IEDEID—
Access Type: IP‘_LI

Eecerve Type: W
Teer Type: Im
FEegister: |D1 01

Eegster Size: |1—
Gain Multiphier i
Gain Divider i
Offzet: ID—
Operation: Im

Subirmit | Reseat |
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System Info

Diagnostics Defaults

Note: Click Submit to save changes. Reset will return these settings to the previous values if you have
not pressed the Submit button.

!WMLW

NPD Gateway
Ohject Instance:mﬂl

View
EMonitor

Configuration
EAdmimstration
HAsset Management
®Bulk Transfer
®EClock/Calendar
Elnventory
EMaintenance
ENotify
ESecurity
HUtlity

EEmail
H(Gateway

System Info
EDiagnostics
Definlts -—0o

Timing Anglysis
Timing Configuration

Fool Mexory
TORAR Stack

Event Log

\-o W

A
&
SGnscﬁvjty
-solutions

This page was loaded fram NDPOOXOI06 on Wed Oct 27 13:58:19 2004

Parameter Defaults
Click Here To Restare All Defaults |
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Diagnostics Timing Analysis

Note: Click Submit to save changes. Reset will return these settings to the previous values if you have
not pressed the Submit button.

i NPD Gateway
Object Insta.nce:l1 'IEI

View

EMonitor This page was loaded from NDPOOOI06 on Wed Oct 27 14:01:40 2004

Configuration Click Here To Refresh

HAdministration

B Asset Management System Table

LB S el © Varahle  Vale

Eg“::ﬁfr’;}end” [Time of Power on l4294937295

EMaintenance [Timing Enabled: [7=s

ENotify |T1m.mg Test Running; |Yes

ESecurity [Current Time: [533963481

Eg::lh:ﬂy [Time of Test Start [533963017

MGateway [Time of Test Completion: 533993017
[Time of Test Start Delay: [15000

System Info [Time of Sample: las4

ElD1agnostics

[ Task Table

Tiving Analysic —-——
Timing Configuration

Pool Meraory
TCORAP Stack

Event Log

ow

;Gnecﬁvﬂy
-solutions

[HalDisplay_Tick [ 533963422 | | 5 | 0 [ o 0%
[RsaTimeManager_Tick | 533963377 | 500 | 1 | 2 R | 0 | 0.43%
|GatewayhManager_Tick [ 533963473 | 10 | 45 | 2 [ 2 | 20 |04
[DisplayHandler Update | 533963412 | 100 | 4 | 0 [ o | 4 | o
[Emaillanager_Task [ 533063477 | 750 | 1 | 0 [ o | o | m
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Diagnostics Timing Configuration

Note: Click Submit to save changes. Reset will return these settings to the previous values if you have
not pressed the Submit button.

!WMLW

NPD Gateway
Ohject Instance:mﬂl

View
EMonitor

Configuration
EAdministration
EAsset Management
®Bulk Transfer
®Clock/Calendar
EInventory
Ehaintenance
ENotify
ESecurity
EUtility

EEmail
EGateway

System Info
EDiagnostics
Defmaits
Diming Analysis

This page was loaded fram NDPOI0G an Wed Cot 27 14:04:18 2004

Delay Time Before Starting/ReStarting Timing Test: [15.000 Seconds
Time Duration of Test: [30.000 Seconds
Submit |

Clear Timers and Start Timing Test

Timing Configuration —-——

Pool Merory
TORTR Stack

Event Log

ow

‘;Gnsctfv_ﬁy
-solutions
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Diagnostics Pool Memory

Note: Click Submit to save changes. Reset will return these settings to the previous values if you have
not pressed the Submit button.

i NPD Gateway
Ohject Instance:|1 'IE'
View _____________Pool Memory Information |
EMonitor This page was loaded from NDPOOOI06 on Wed Oct 27 14:05:35 2004
Configuration Click Here To Refresh
EAdministration

HAsset Management
®Bulk Transfer
EClock/Calendar
Hlnventory
EMaintenance
ENotify

HESecurity

HUtility

HEmail

HEGateway

System Info
EDiagnostics
Lefiilis

Timing Analysis
Timing Configuration

Fool Memory -———

TOFRAP Stack
Event Log

ow

fGnscm[ﬂy
-solutions

Huge

Size = 2300
Qty =4
Teed=2
Peak =73
Lost=10

Big

size = 1600
Uty =43
Tzed =731
Peak =32
Lost=10

Idid

Size = 184
Jty =38
Tzed =37
Peak =67
Lost=10

Small

Size = 54
Qty = 126
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Diagnostics TCP/IP Stack

Note: Click Submit to save changes. Reset will return these settings to the previous values if you have
not pressed the Submit button.

i NPD Gateway
Ohject Instance:h 'lEl
View ________Stack Information
EMonitor This page was loaded from NDPOOOI06 on Wed Oct 27 14:06:43 2004
Configuration Click Here To Refresh
EAdministration

®Asset Management
®Bulk Transter
®Clock/Calendar
EInventory
®haintenance
ENotify

ESecurity

®Utihity

®Email

EGateway

System Info
EDiagnostics
LDefinlts

Timing Anclysis

firing Configuration
Pool Mermory

TORAR Stack --——F—

Event Log

ow

E'Gnscm[ﬂy
-solufions

Wote: The networle addresses listed below are those retrieved from the stack directly

Stack Info Group 0 for face 0
IP Address: 10.3.37.1320
Subnet Mask: 255,255 2240
Default Gateway: 103 63 250
DS Server: 100355240
=WITE Server: 0.0.0.0

MAC Address: 00054 4:00:04:53
Eecetves: 1482128

TTnicasts: BE26

Iulticasts: 0

Broadcasts: 1466837

Ezx Errors: 0

Ex Mizsed: 48870

Ex CFE.C Errors: 0

Ez Drops: 0

Transmits: 5779

Buffer Defers: 0

Tz Errors: 0

Tz Collizions: 0

Tz Colliz OwFlow: 0

T= FILC Errors: ()

Traffic Backofts: ()
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Diagnostics Event Log

Note: Click Submit to save changes. Reset will return these settings to the previous values if you have
not pressed the Submit button.

. NPD Gateway
Ohject Instance:mﬂl
View I
EMonitor This page was [aaded from NDPOOOI06 on Wed Qct 27 14:07:49 2004
Configuration Click Here To Refresh
HAdministration
HAsset Management Tune Of Event: 4294942443 - Datastore witialization complete.
HBull: Transfer Tine Of Event: 424080839 - DE error Set Enum Tag 268
HClock/Calendar Time Of Event: 424080861 - D error Set Enum Tag 265
EInventory Time Of Event: 424080883 - T3 error Set Enum Tag 270
EMaintenance Time Of Ewvent: 424080947 - DS error Set Long Tag 1626
ENotify Time Of Event: 424080269 - DE error Set Long Tag 1627
ESecurity Time Of Event: 424081011 - DS error Set Enum Tag 271
mUtility Time Of Event: 4241158421 - DE error Set Enum Tag 214
®Fmail Time Of Event: 424118847 - DS error Set Enum Tag 268
EGateway Time Of Event: 424115869 - T3 error Set Enum Tag 26%
Time Of Ewvent: 424118821 - DS error Set Enumn Tag 270
Time Of Event: 424118955 - DE error Set Long Tag 1626
System Info Time OFf Event 424118977 - DS error Set Long Tag 1627
E'Igeagﬂ;;'stl“ Time Of Event 424119021 - DS errer Set Enum Tag 271
sl

firing Analpsis
Firming Confisuration

Fool Meacry
TOFAR Stack

Evont Log a——

oW

A
E'Gnecm[#y
-solutions

Time Of Event; 444392271 - DE error Set Enum Tag 268
Time Of Event: 444392293 - T3 error Set Enumn Tag 26%
Time Of Event: 444392315 - DS error Set Enumn Tag 270
Tine Of Event, 444392379 - DE error Set Long Tag 1626
Tine Of Event, 444382299 - DE error Set Long Tag 1627
Time Of Event; 44432592443 - DE error Set Enum Tag 271

Clear Event Log

48



Specifications

Operation

Notification Handling per NAFEM PROTOCOL MANUAL for Alarm and Notification handling.

The Alarm Module performs the checking of parameter status and trigger notification events within 500
milliseconds.

Gateway accommodates a reading of all 64 remote device attributes from a single device in one-
second and all connected devices' attributes in four seconds.

SNMPv1Agent performs the interaction between the Gateway and the remote networked User's
Application running an SNMP manager. The SNMP v1 Agent will respond to the remote manager (User
application initiated) requests at a rate of 40 Hz - Reference RFC 1157.

TFTP Client - Reference RFC 1350.

Web Server performs the interaction between the Gateway and the remote networked User's
Browser. The Web Server will serve web pages to the remote browser (User initiated) at a rate of one
page every five seconds.

Poll Engine
The Poll Engine initiates communications between the Gateway and the remote devices. Individual SCAN
RATES are user programmable in one-second intervals. The Poll Engine performs these polls in an
asynchronous manner thereby eliminating the remote devices response time from time considerations of
internal events. The poll rate of the Poll Engine is 10 Hz assuming a 20 Hz remote device response time,
19200-baud rate, and no retry requirement.

Real-time Clock

The on board Real Time Clock circuit provides the Gateway with time reference and is read for
Gateway time clock updates on a one-minute interval. Accuracy is + 4 minutes per year and provides
timing accuracy of £ 0.5% over a range of 0 to 999 seconds. Battery Backup provides a minimum of 6
years service.

Serial Communications
Complies with EIA-485 standards - supports 19200 and 9600-baud rates.

Connectors

RJ45 for Ethernet connection interface per IEEE 802.3
Coaxial power connector with positive center post
DB9 connector for Serial connection

Power
Input Voltage Ratings
5VDC for Wall Transformer interface with coaxial plug
UL( approved, Class Il power supply required
Input Power Ratings 10 Watts Maximum
Real-time Clock backed by 3v-lithium battery — RAYOVAC BR1225

Environmental Conditions

Operating temperature range: 0 to 60°C
Storage temperature range: -40 to 70°C
Operating and storage humidity: 0 to 90% non-condensing
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Declaration of Conformity

Gateway Products C €

Watlow Winona, Inc.
1241 Bundy Blvd.
Winona, MN 55987 USA

Declares that the following product:

Model Numbers: EM(XX)-GATE-(XXXX), *NGW (X)-(XXXX)-(XXXX) X = any number or letter
Classification: Communications interface card, Installation Category |, Pollution degree |l
Rated Voltage: 24V~ (ac or dc) or 5V= (dc)

Rated Frequency: 50/60 Hz or dc

Rated Power: 10VA maximum

*NGW with 5V power option requires use of a Ferrico NF130 Clamp on ferrite on all lines to pass Class B
emissions. Depending on end use setup, this bead may or may not be necessary.

Meets the essential requirements of the following European Union Directives by using the relevant
standards show below to indicate compliance.

89/336/EEC Electromagnetic Compatibility Directive

EN 61326:1997 +A1:1998 Electrical equipment for measurement, control and laboratory
use — EMC requirements (Industrial Inmunity, Class B
Emissions).

EN 61000-4-2:1996 +A1, 1998 Electrostatic Discharge Immunity

EN 61000-4-3:1997 Radiated Field Immunity

EN 61000-4-4:1995 Electrical Fast-Transient / Burst Immunity

EN 61000-4-5:1995 +A1, 1996 Surge Immunity

EN 61000-4-6:1996 Conducted Immunity

EN 61000-4-11:1994 Voltage Dips, Short Interruptions and Voltage Variations Immunity

EN 61000-3-2:1995 +A1-3:1999 Harmonic Current Emissions
EN 61000-3-3:1995 +A1:1998 Voltage Fluctuations and Flicker

Use of an appropriately approved class 2 power source is required for compliance.

2001/95/EC General Product Safety Directive
EN 61010-1:2001 Safety Requirements of electrical equipment for measurement,
control and laboratory use. Part 1: General requirements

Raymond D. Feller llI Winona, Minnesota, USA
Name of Authorized Representative Place of Issue

General Manager July, 2003

Title of Authorized Representative Date of Issue

X,ﬂa-&ﬂw

Sign%ture of Authorized Representative




How to Reach Us

Technical Assistance
If you encounter a problem with your NAFEM Gateway, review all of your wiring and configuration
information to verify that your selections are consistent with your application. If the problem persists after
checking the above, you can get technical assistance from your local Watlow representative, or by dialing
(507) 454-5300. An applications engineer will discuss your application with you.

Warranty
This product is warranted free from defects in material and workmanship for 24 months after delivery to
the first purchaser for use, providing that the units have not been misapplied. Since Watlow has no
control over their use, and sometimes misuse, we cannot guarantee against failure. Watlow’s obligations
hereunder, at Watlow’s option, are limited to replacement, repair or refund of purchase price, and parts
that upon examination prove to be defective within the warranty period specified. This warranty does not
apply to damage resulting from transportation, alteration, misuse or abuse.

Returns

® (Call or fax Customer Service for a Return Material Authorization (RMA) number before returning any
product.

Put the RMA number on the shipping label, and provide a written description of the problem.
A restocking charge of 20% of the net price is charged for all standard units returned to stock.

Your Feedback
Your comments or suggestions on this manual are welcome, please send them to: Technical Writer,
Watlow Winona, 1241 Bundy Blvd., P.O. Box 5580, Winona, MN 55987-5580, Phone: (507) 454-5300,
Fax: (507) 452-4507. Watlow Winona, Inc., ©, copyrights the NAFEM Gateway User's Manual February
2002, with all rights reserved. (2212)
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